II. Review Of Literature
Various research papers have been reviewed from initialization to completion of this work. Many Routing protocols have been proposed and a number of comparative studies have been performed on ad hoc routing protocols using various methods of simulation. A performance analysis of 4 protocols have been done [8] and concluded that OLSR performance is best among all other ad hoc network protocols namely DSR, AODV and GRP. So it is better to implement in the applications of ad hoc network.
There are number of formal approaches and their applications in diverse areas that are suggested for validation and for proving correctness of the models [7] . The formal verification techniques can be applied to all areas of ad hoc network such as authentication, access control, routing etc. A thorough appraisal of the formal verification of ad hoc network routing protocols using the variety of formal specification languages, modeling techniques and verifying tools are specified in earlier work. AVISPA, BAN Logic, Petri nets, SDL, SPIN, PROMELA and UPPAAL are some of the keywords of this study.
To reveal the methodology for formal verification of routing protocols of ad hoc network [1] , a case study of OLSR protocol using PROMELA specification language and SPIN model checker is depicted. The OLSR protocol is also a focus of case study in the description of testing methodology for an ad hoc routing protocol using SDL language [4] .
The Z/EVES formal verification tool is used for formal modeling and verification of OLSR protocol [9] . In this study trust based framework is proposed and verified in order to improve security of the protocol. In our approach I-SPIN model checker and PROMELA language is used as a formal modeling and verification technique for Trusted OLSR Protocol. The formal modeling is done using PROMELA language and verification is performed to validate this model using I -SPIN Model checker which is advanced version of SPIN 6.0 and have Graphical User Interface.
III. Olsr And Model Checker Overview
A. THE OLSR PROTOCOL Optimized Link State Routing (OLSR) is proposed by IETF's MANET Group at 2003. The original version of the protocol is used in this work which is described in protocol RFC [2] .
Optimized Link State Routing (OLSR) protocol is a proactive routing protocol with an optimization version of a pure link state protocol. Flooding is done with the help of Multipoint relays. Multipoint Relays (MPRs) are optimized in OLSR where each node must select MPRs from among its neighbor nodes such that a message emitted by a node and repeated by the MPR nodes will be received by all nodes two hops away [2] . MPR selection is performed through the exchange of HELLO messages and TC messages. HELLO messages are exchanged periodically among neighbor nodes, in order to detect links to neighbors, to detect the identity of neighbors and to signal MPR selection. TC messages are periodically flooded to the entire network, in order to signal link state information to all nodes. The malicious nodes introduce the invalid HELLO and TC messages in the network due to which protocol does not function well. SPIN has been used to detect design errors in applications ranging from high-level descriptions of distributed algorithms to detailed code for controlling telephone exchanges [5] . I -SPIN Model checker which is advanced version 6.0 and have Graphical User Interface. I-SPIN accepts design specifications written in the verification language PROMELA (a Process Meta Language), and it accepts correctness claims specified in the syntax of standard Linear Temporal Logic (LTL) as shown the Figure 1 . 
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The results of all validations performed in super trace mode are superior to any other type of validation performed within the same physical constraints of the host machine e.g., memory size and speed [6] .
IV. Modeling specifications and Verification Results
SPIN is a model checker for the communication protocols by the use of the PROMELA language. The OLSR protocol is initially specified using the basic model provided in the case study [1] . Then its complexity is increased step by step to find the error in the protocol specifications and then the trust factor is added to these specifications in order to enhance the security of the protocol and verified it for different properties such as liveness, deadlock, and safety. A.
Modeling the channel One of the key aspects of the methodology is the channel modeling. Modeling the channel in a nondeterministic way makes the results more general and it makes possible for the intermediate node to act as a cloud of nodes. This simple assumption greatly decreases the complexity of the models and allows their verification independently of any specific topology. The channel could be modeled in PROMELA as shown in the However, the most important aspect of the channel is the way nodes receive messages from it. The choice must be random and any node should be able to receive the message at any time. Thus, when two nodes want to communicate they use one predetermined channel.
B.
Creating The Model In this research work firstly modeling of the basic model or Level 1 of OLSR protocol functioning is done and then level 2 model is verified by increasing the functioning of protocol in the network. No error is validated in these two basic models. Then the complexity of model is increased to a higher level 3 by specifying the message format as shown in the Figure 3 The error is validated in the traditional protocol. Every time a message is send from origin node to destination node, the MPR entries are checked by the origin node and also the table entries are updated. In this model a claim is done that the error exists in the OLSR protocol specification. When the model is verified a design flaw regarding the security in the specification of the OLSR protocol is verified. The error claimed is that any of malicious nodes can declare itself as a MPR node and can drop messages without sending it to the destination when the recalculation of these table entries done to update these tables as at this time no route is available to the node that wants to communicate.
So, in order to make the protocol secure from malicious nodes a new TOLSR model is specified and verified in which we have added the trust factor in the specifications of the protocol which is considered as a criteria by nodes to communicate in the network. Whenever nodes have to communicate their trust variable value will be considered. byte trust;*/trust variable/* byte origin_t;*/origin trust/* byte dest_t;*/destination trust/* if { ::true->trust=1; ::true->trust=2; ::true->trust=3; .::true->trust=9; ::true->trust=10; }
Figure 4: Adding Trust variable in the specifications of OLSR Model
The Trust can be any value from 0 to 10 where 0 indicates complete distrust and 10 signifies the full trust in the node. Using if loop this trust factor can be assigned a random value and consider all the cases as shown in the Figure 4 .
After this trust model is validated it is also increased to a higher trust level 2 in which indirect trust relations are incorporated. Indirect trust means the source node decision to send a packet does not depends only upon the trust level of that node on destination node but also on the other trust relations among the nodes. The trust variables used for adding the additional trust framework for providing a higher level security are shown in the 
C. Verification Results
The verification of the model is done using I-SPIN model checker in order to verify the error which is found in the protocol specifications of the level 3 protocol and to validate the proposed solution of incorporating the trust factor in the basic trust model and level 2 TOLSR model of the protocol. These models all verified for the properties such as safety, liveness and deadlock using the bit state mode of the model checker which verifies it for all the cases without space state explosion problem. The results for all the models specified and validated under I-SPIN model checker are tabulated in the Table 1.  This table shows 
V. CONCLUSION
This paper presented the specifications of TOLSR model which is enhancement of basic OLSR protocol by incorporating the trust factor in the functioning of the protocol. This model is validated for direct as well as indirect trust relations between the nodes of the network. As a result it is proved that with this technique of Formal Modeling and Verification the memory usage increases as protocol complexity increases but a more secure protocol can be modeled in short time. Thus use of formal modeling and verification technique leads to more reliable protocol and is a promising technique for modeling and validation of ad hoc network routing protocols. The future work of this study is extension of this trust relation to higher level and to compare it using other formal methods technique such as equivalence checking.
